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Agenda

• Who is SailPoint?

• What is Identity Governance?

• Zero Trust Architecture Overview

• Healthcare Customer Case Studies

• Summary and Wrap up
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SailPoint
enables 

organizations to 
answer 

three critical 
questions

Identity
Governance

How is 
Who

should

Who

currently

has access?

have access?access being
used?
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DevicesMainframe InfrastructureDirectory AppsSaaS & CloudHR Systems

EmployeesX-Employees IT Staff Suppliers

How to provide simple yet secure access

AND

Ensure It’s the right access?

Customers
Contractors
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SailPoint is the Leader in Identity Governance

Forrester Wave for IMG, 2018Gartner Magic Quadrant for IGA, 2019
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Event 
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SailPoint Identity+ Alliance Program

SailPoint Identity Governance

APIs SDKs Plugins

We are Foundational to a Cyber Security Program!
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Identity
the Foundation of your 
Zero Trust Architecture 



Traditional Security

• Protect the Perimeter

• Keep the bad people out

• Trust the people inside



Drastic Rise in Cyber Security Issues

73% of black hat hackers said traditional firewall 
and antivirus security is irrelevant or obsolete.

65% of companies have over 
1,000 stale user accounts.

209,000 payment card numbers and 
expiration dates were stolen from Equifax.

Marriot International – 500 million users’ data stolen.

Russian hackers can infiltrate a 
computer network in 18 minutes.

Cybercrime is more profitable than the 
global illegal drug trade – $600 
BILLION. vs $400 BILLION

32% of black hat hackers admit privileged accounts 
are their number one way to hack systems.

100 Million Capital One Customers 
information compromised.



Data Breaches Have Become the New Normal

3 in 5
expect to be 

breached

$4.1M
avg. loss due to a 
security breach



Any Industry Can be Impacted

471
Incidents

Healthcare Government Other Retail Financial Technology Education

Data Breaches by Industry  — 2.6 billion data records lost or stolen

193
Incidents

354
Incidents

199
Incidents

219
Incidents

130
Incidents

199
Incidents

Breach Level Index: 2017 Annual Report



of data breaches involve 

stolen/weak credentials

of phishing attacks 

target credentials

of passwords 

are duplicates

Source: 2017 Verizon Data Breach 
Investigations Report

Source: 2016 Verizon Data Breach 
Investigations Report

Source: TeleSign 2016 Consumer Account 
Security Report

81% 91% 73%

Credentials Are The Target
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64% 74 days
Average time to find and 
contain insider-related 

breach

Of data breaches are 
a result of insider 

negligence

Traditional security doesn’t solve the problem.

Source: Ponemon Research





Zero Trust 
Architecture













Zero Trust Architecture

• People-Centric perimeters

• Verifying access through context

• Data is the central point 

• Access must be verified at any 
time

• Designed to reduce the risk of 
insider threats



Identity 
is the 

Foundation



Zero Trust Architecture and Identity

• Digital identities, at different levels of privilege, underpin all digital 

transactions. 

• Digital identities are used to log in to the network, access data and 

applications, and enforce organizational policies.

• Digital identities contain the values leveraged by Zero Trust processes



Zero Trust and Identity Governance

1. Identity Lifecycle

2. Access Requests

3. Access Certification

4. Policy and Role Management 
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The 

right
people

that is

assessed 
continuously

have the 

right level 
of access

to the 

right 
resources

in the 

right
context

Least Friction Possible

Zero Trust Architecture & Access Management



Steps to Zero Trust Architecture 

1. Establish strong identity governance

2. Establish authentication & access management

3. Ensure application security and data governance

4. Develop better network and cloud security



Zero Trust Architecture Best Practices

• Prioritize replacement of poorly authenticated legacy 
systems. 

• Design based on how users and apps access sensitive 
information. 

• Automate the management of accounts & entitlements

• Verify trust upon access to any network resources using MFA. 

• Extend identity controls to recognize and validate all devices. 

• Educate and coach end users to be part of the solution 
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Comprehensive Connectivity and Integration

Breadth and Depth

DATABASES

CLOUD

PLATFORMS HR ERP/CRM FILE SHARES

IT SERVICE 

MANAGEMENT

HEALTHCARE MAINFRAMEOPERATING 

SYSTEMS
PAM

ACF2™

Top Secret®

RACF



Copyright © SailPoint Technologies, Inc. 2020. All rights reserved. 33

Market Drivers

SailPoint 
Alignment to 

Healthcare Use 
Cases

SECURITY

Multiple 
Authoritative 

Sources

Regulatory 
and Industry 
Compliance

Multiple 
Roles per 

Single 
Identity

BYOD, cloud 
and more 

apps

Expanded 
Clinical Data 

Sharing –
Continuum of 

Care 

Mergers & 
Acquisitions

Unstructured 
Data

Broad and 
Diverse 

Application 
Environment

Influx of 
technology, 

IoT
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SailPoint Healthcare Logos

Academic Teaching Children’s and Research Health System Community
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SailPoint Predictive Identity™ Platform

Provisioning
Separation of 

Duty

Access 

Insights

Access 

Certification

Recommendations
Access

Modeling

Access 

Request

Password 

Management

SailPoint Predictive Identity  Capabilities

Cloud

Governance

TM
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Provisioning

Deliver day 1 access securely and cost-effectively

Automated Provisioning

Accelerate day 1 productivity with 

automated role and attribute based access

Provision and Deprovision by Roles

Ensure that access is changed 

appropriately as an employee’s role evolves

Automated Removal of Access

Reduce risk by automatically removing 

accounts and access in an appropriate 

manner
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Access Request

Allow users to request and fulfill application and data access needs 

Centralized Access Request System

Single interface for requesting and 

approving access

Self-Service Access Requests

Enabling all business users to request 

access in a simple interface

Automated Policy Management

Boost security through consistent policy 

enforcement
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Password Management

Improve security, reduce help desk calls and increase productivity

Remote Self-Service Password Resets

Reduce operational costs by decreasing 

help desk calls for password resets

Automated Password Sync

Single password management process 

across all applications and systems

Configurable Password Policies

Strengthen security through consistent 

password policy enforcement
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Access Certification

Review user access to ensure compliance

Consolidated Access Review

Include all key applications and data inside 

periodic reviews

Business Friendly Experience

Reduce cost of compliance while improving 

efficiency using AI driven recommendations

Audit Readiness

Quickly and accurately generate complete 

audit trails and access reports
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Separation of Duties

Prevent conflicts of interest and potential fraud

Maintain Compliance

Create and enforce consistent policies 

across the organization

Discover Conflicts of Interest

Receive alerts and recommend remediation 

actions

Prevent Fraud and Data Theft

Apply policies that highlight excessive 

access
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Access Insights

Make better access decisions and spend less time figuring out who should 

and shouldn’t have access

Access History

Track user access over time and gain 

visibility of historical access patterns

Data Explore

Query and filter by different access types, 

attribute changes, and governance events

Data Analytics

Visualize identity data via customized 

dashboards and analytics
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Recommendations

Make intelligent, automated identity decisions

Intelligent Access Decisions

Recommendations help users decide if 

access should be approved or removed

Surface High Risk Access

Identify users with access that is outside the 

norm or is high risk

Auto-accept Recommendations

Automatically accept recommendations that 

are designated as low risk
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Access Modeling

Quickly define and shape your identity program

Peer Group Analysis

Build peer groups based on user attributes 

and access patterns

Role Identification

Identify clusters of like access that suggest 

a common role and who should be assigned

Outlier Detection

Identify individuals with access that is an 

outlier to the norm or potentially risky
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Cloud Governance

Real-time access visibility across cloud platforms

Multi-cloud Governance

Centrally manage and control access to 

AWS, Azure, and Google Cloud Platform

Access Monitoring

Continuously monitor, alert and block 

suspicious or high risk access

Workload Privilege

Lock down privileged access to critical 

infrastructure and applications
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File Access Management

Extend identity governance to sensitive data stored in cloud 

and on-premises files

Data Discovery and Classification

Support readiness with GDPR and other 

regulations by classifying sensitive data

Permission Analysis

Reduce risk by identifying and remediating 

overexposed permissions

Real-time Monitoring 

Monitor user activity and policy violations in

real-time for greater security insight
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Why SailPoint for Identity Governance?

Positioned as a leader in 

every Gartner IGA MQ

Positioned as a leader by 

Forrester and Kuppinger Cole

95% customer 

satisfaction rate

The most comprehensive 

end-to-end SaaS-based 

identity solution

Govern cloud and on-

premises access across all 

users, applications, data 

and cloud infrastructure

Pioneered

identity built on AI and 

machine learning

Developed the industry’s 

most visionary technology 

that’s available now

100+ connectors providing 

connectivity to 99% of 

all applications and data

Out of the box and ready to 

deploy, yet adaptable to any 

enterprise

Leaders in Identity 

Governance

SailPoint Predictive 

Identity Platform

Cloud-first

Identity

Identity for the 

Modern Enterprise
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Learn More at www.sailpoint.com

• How Humana Achieved Role-based Access Control

• Molina Healthcare Builds Operational Efficiency

• Integris Health Protects Patient Data

• Comprehensive, Intelligent Identity for Healthcare

• Managing Healthcare Insider Security Threats

• Request a Healthcare Identity Governance Demo
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Key Contacts for More Information

Danielle Cheng

Senior Client Manager | Enterprise BC | Canada | NTT

M: 778.874.2886

E: danielle.cheng@global.ntt

Stew Wolfe CISSP, CISM, CISA

Canadian Cybersecurity Practice Lead | Canada | NTT

M: 6474036343

E: stewart.wolfe@global.ntt

Steve Steeves

Global Partner Manager | SailPoint

M: 312-771-3056

E: steve.steeves@sailpoint.com

Kim Donald

Account Executive | SailPoint

M: 403-869-1595

E: kim.donald@sailpoint.com

Brent McCormick

Partner Sales Engineer | SailPoint

M: 801-580-6647

E: brent.mccormick@sailpoint.com



Thank You


